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Moderator Pierre-Paul Renaud: Okay, as most of us are here this morning, we'll start the 
session. So, good morning. This is a session on the quantification of operational risk scenarios. 
This session will be in English. My name is Pierre-Paul Renaud, and I will be the moderator for 
this session. The calibration of a risk distribution is traditionally done by fitting a curve to 
historical data. As many of you are aware, the quantification of that is difficult for operational 
risk due to the small number of low-frequency, high-severity events. As a result, practitioners 
have been using scenarios to develop a deeper understanding of the operational risks faced by 
insurance companies. This morning, we have two people to talk about this. We have Jeff Alcock 
and Maxine Jones. Jeff Alcock is Manulife's head of operational risk for North America and [the] 
Canadian Division project and [of] strategy risk. Jeff works with risk and business leaders, 
promoting a risk-aware culture to improve risk management and risk-taking decisions in line 
with the organization's risk appetite. With a 21-year career at Manulife, he has first-line 
experience in operations, customer service, [and] project and vendor management, as well as 
fraud prevention, quality assurance, and data analytics. He has benefited from firsthand 
experience [in stances] when risk management has been done effectively and not effectively, 
and uses those lessons learned in his current second-line-of-defence role. 

Our second speaker will be Maxine Jones, operational risk manager at Aviva Canada. Maxine is 
a certified accountant and Canadian risk manager with over 20 years of experience in the 
insurance industry in both the UK and Canada. Since joining Aviva in 2003, she has worked 
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across a number of business and risk roles, including finance, project management, data 
governance, and operational risk management. In her current role, Maxine provides review and 
challenge to the business in the implementation of the operational risk and controlled 
management framework, and is responsible for operational risk economic capital. Prior to 
joining Aviva, Maxine started her career in the British Army, [working] as a military accountant 
for three years. She then worked with Royal and Sun Alliance for 12 years, in a number of 
financial and reinsurance roles, both at the RSA head office and [in] the UK business. So, Jeff 
will be our first speaker, followed by Maxine, and we'll have a question period at the end. Jeff? 

Speaker Jeff Alcock: Good morning, everyone. Nice to see . . . . Is this on? We're good? All right. 
Thanks, Pierre-Paul, for the introduction. It's a pleasure to be here. When Maxine and I 
connected a few months ago to prepare for this presentation, we realized pretty quickly that 
we came at operational risk scenarios [from] different perspective[s]. My background is in a lot 
of first-line, as you covered off in my introduction, and . . . really, how I look at risk is from a 
business impact perspective—a broad, general perspective. Maxine brings more of a 
quantitative and analytical approach than I do. So, we actually feel like we're a pretty good 
match for this, and we hope we'll cover off kind of the high points for you folks. 

You know, my experience with scenarios is a bit mixed. When I was on the business side in the 
first-line role, I thought, "You know, these risk folks dream up these extreme scenarios for me 
to run through," and I actually have a lot of near and present risks right now to figure out and 
work on. So, I wasn't always sort of the most open-minded about the value of our operational 
risk scenarios, but I did learn over time that there was a real value to it. You know, I think, in 
most organizations, we recognize that risks that we think would never materialize actually 
happen, and assumptions that we think are very solid fail. Those are the kinds of recipes for 
crisis in scenarios that we don't always think about in our day-to-day work. One of the things 
that I think is helpful to kind of . . . . You know, when we're in the financial sector, we don't 
always think of operational risk in the right context. So, I wanted to kick off with an example 
that actually has nothing to do with the financial industry. 

You're likely aware of the Fukushima nuclear disaster that happened in March 2011. It's actually 
a really good kind of learning case for operational risk. I'll only go through a couple of points 
here, but if you're interested in it, there's lots of information on it out there. So, on the 11th—
March 11th, 2011—a 9.0 earthquake hit just off of the Pacific Coast. As you know, a 9.0 is a huge 
earthquake. It lasted for almost three minutes. You can imagine the earth shaking for three 
minutes. In Fukushima [there] is, obviously, a nuclear campus—[there is a] nuclear reactor 
facility there. A built-in safety mechanism in that nuclear reactor system is, when there's an 
earthquake, the reactors immediately shut down. Earthquakes had been anticipated. The 
control was in place. So far, so good. Everything is working according to plan. When the power 
shuts down to those nuclear generators, backup power is required to keep the cooling system 
and the control system working effectively. Even though the reactor is shut down, it still 
generates a tremendous amount of heat, and it's important that those cooling systems kick 
back in. So, right on cue, the diesel generators fire up, and they start powering the power 
necessary to keep those reactors cooling. Everything is going great until 50 minutes later. 
Anybody know what happened 50 minutes later? 
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Unknown: Tsunami. 

Speaker Alcock: Right on, tsunami. The tsunami created a wave that approached Fukushima. It 
was a 13-metre wave. The sea wall was built for a 10-metre wave. Water overwhelmed that 
wall, obviously, and flooded into the campus. Now, if you were going to build diesel generators, 
where would be the worst possible place to put those generators, kind of elevation-wise? In the 
basement—diesel generators located in the lowest building in the campus. Water overwhelms 
the wall, floods the basement. Diesel generators do not work under water. I don't think that 
was in the risk plan, but they do not work under water. Don't fear. They've got a second 
redundancy; battery backups kick in. They kicked in for 24 hours. They ran out of power. There 
was absolutely no ability to charge those batteries. With no power at all in the facility, the 
reactors begin to heat up, and, as you're probably aware, which is why we know about this, it 
was a pretty massive radioactive release there. Three-hundred thousand people had to be 
evacuated. That's another lesson in operational risk is [that] the evacuation plans did not work 
very well. To date, the cost of that is estimated at $187 billion. It's not over yet.  

So, it really illustrates a lot of good points about operational risk and some of the failures that 
can happen. There was, of course, an inquiry. The independent investigation commission found 
the causes of the accident had been foreseeable and that the plant operator failed to meet the 
basic safety requirements, such as risk assessment, preparing for containing collateral 
damage—I would call that "second order"—and developing evacuation plans. So, now that 
we've got our minds in kind of what an operational risk situation is, and scenario, we'll move 
on. You know, I doubt many of us feel that the work that we do could [be connected to] that 
kind of devastation. Maybe some of you do; I know we've got folks from a lot of different 
sectors here, but there's no question that the work we do and the organizations we work for 
can have critical, sometimes catastrophic, failures, as we've seen in our industries in the past. 

I really like this quote—the often-quoted James Lam. . . . "The only alternative to risk 
management is crisis management, and crisis management is much more expensive, time-
consuming, and embarrassing." Couldn't have said it better myself. The stakes on this are high, 
as well. As you know, in our organizations, clients are demanding 24/7 access to everything, 
stability, security—[they] basically want it all—and don't forget to drop the price, not to 
mention we're in a world where everything is visible in an instant. Something goes off the rails, 
social media picks it up, news picks it up, it's real-time streams all the time. So, the 
consequences of our operational risks are much greater than they might've been in the past. 
You know, the organizations that are best-equipped to deal with these things think about them 
in advance. They are proactive. They put [in] thought, energy, get experts around the table to 
think about it. That's really what an operational risk scenario is, is being proactive, taking the 
time to think of that in advance. 

You know, in my notes here, I said, "When it comes to operational risk, working on a simulated 
disaster is a lot better than working on a real disaster," and that's really what an operational 
risk situation is. So, in terms of putting this in context, and I know many of you have lots of 
experience with this—probably more than I do, many of you—it's really a process of thinking 
about what can go wrong, simply put. It's really meant to be done with extreme scenarios or 
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potential for extreme scenarios. We often talk about a "black swan." You know, asteroids 
hitting your head office, probably not the best scenario, but there's lots of choices that are a lot 
more relevant than that. I'm not sure how familiar you folks are with an operational risk 
program in general, but there are a lot of different elements to an operational risk program—
things like risk and control assessments, key risk indicators, and so on. I see some head-nodding 
here, so obviously folks are pretty familiar with this. 

This is one of the tools in that tool box, from an operational risk standpoint. Of course, the 
potential value of this is taking steps to prevent it from happening in the first place. We've run 
scenarios and found some pretty glaring, obvious things that we just weren't otherwise going to 
figure out. There wasn't any reason we couldn't figure it out, but until we walked through it, we 
didn't. Sometimes, it's meant to prevent the scenario from happening by improving a control, 
but it's also about resiliency—how well would we deal with that situation if it happened—and 
that, too, can be tremendously revealing. There are also financial implications. So, some 
organizations are required to do this for capital requirements considerations, which is obviously 
important as well. Now, if we all did this really well and there was confidence in that, regulators 
wouldn't pay any attention to it at all. Unfortunately, there are rules around this. 

Some of you might be familiar with OSFI E-18, which is a stress-testing guidance released in 
2009. More recently, last August, OSFI released E-21, which is an operational risk guideline 
specifically. It does include the expectation around operational risks, amongst those other 
things—key risk indicators, loss event analysis and so on. It was published last August. It's due 
to be fully implemented by the end of the month, so you're not out of time yet. I think you've 
got a few days. So, this presentation is just in time. Hopefully, you can still scramble in a 
scenario when you get back. Now, scenarios are used in lots of different contexts. I'm sure you 
folks are familiar with scenarios in non-operational risk contexts, which are equally valuable, of 
course. In the context of operational risks, it's really looking at breakdowns around people—so, 
human beings doing things, and we're going to talk about that when we switch over to 
Maxine—processes breaking down, and systems breaking down, and, of course, external 
events. The operation risk categories include things like fraud, information security, technology, 
legal compliance, HR. Those are the things that operational risk practitioners worry the most 
about. Those should be considered in your impact analysis when you're designing your 
scenario. 

Oh, got my slide here. So, there's E-21. Just to highlight a couple of the words—that's my 
bolding, not OSFI's—just for the sake of, somewhat, clarity. Assessing the potential outcome 
and the impact; considering potential sources of operational risk that need to be enhanced, 
obviously; considering both expected and unexpected responses; and if it's used for estimation 
of capital, that's when the second-line-of-defence operational risk folks would come in and help 
validate that that is really a good scenario to be testing for that purpose. So, in terms of a broad 
range of objectives here—I'd prefer to call these "benefits" than "objectives"; yes, of course we 
want to quantify the financial impact—I mean, that's part of the main requirements of this—
but we're also looking at the non-financial impacts and testing the organization's resiliency to 
that. One of the things that we found in our scenarios is it clarifies ownership. When you have a 
risk situation simulation and you get people around a room, it's actually surprising sometimes 
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that people don't think they own that risk—either the response or the risk in itself. I think in 
organizations that are global, matrix-y, complex, this is one of the benefits out of a scenario 
exercise from time to time is [that] you clarify some ownership. 

Also, it identifies some second-order impacts. When you think back to the Fukushima disaster, 
there were a number of second-order impacts. When we've run these scenarios, it's surprising 
sometimes the second-order impacts we find. One example was we did a simulation where one 
of our key sites went down and was damaged to the point where it couldn't be used for a fair 
duration of time. So, we reached out to admin folks, claims folks, operations people in call 
centres, and so on. So, when they did their analysis—and I'll give you an example: the folks in 
the call centres said, "Well, that location answers x percent of our calls." So, that would come 
offline. So, we run it through the model. This is what the impact to our customer service would 
be—you know, downstream impacts to our sales and retention and so on. You can go that 
deep. The claims people and the admin people said, "Well, our turnaround times would go from 
x to y; it would be much worse." When we got them together, the folks in the call centre said, 
"Well, if your service is going to go like that, that means our call volumes are going to be up. 
That means we came up with the wrong number." Something that sort of routine, until you get 
those people in a room and start having that conversation, everyone sort of works in isolation, 
and that's really the value of getting folks together. 

The other thing it does is help test the risk appetite. Through that exercise that we did, we 
actually confirmed that . . . we actually had appetite for that. It was within kind of the bounds of 
what we thought was expected in terms of the frequency and likelihood and the impact that 
that situation would happen. We were comfortable with that. So, that, too, is a real value out of 
this exercise. It helps confirm risk appetite and, of course, informs capital requirements for 
many. So, in terms of planning, it's really important that you have a clear objective around this. 
Scenarios can take all shapes, forms, and sizes. Starting off with that clear objective is really 
important, [as is] understanding why are you doing the exercise in the first place, because there 
are a number of different possibilities. In my experience, management buy-in is absolutely key. 
These things don't happen on their own. They take time, energy, effort. You need experts 
around the table to have these conversations and follow it through. So, it's really important 
that we've got, quote/unquote, "management buy-in." Management buys into things that give 
them the most insight, help them prioritize, help them understand opportunities as well as 
risks. So, those are things to consider, but we really want to make sure that folks get value out 
of this. 

You know, I mentioned earlier [that] scenarios have to be plausible and relevant to the business 
that you're in. Obviously, that's key. The other point I'd really like to stress is the value in having 
all the experts at the table. I've seen scenarios and stress testing done, albeit in isolation. We 
run the numbers and we come up with an impact. There's real value to that, too, and I think 
that my next slide is . . . depending on the purpose, that is a good exercise, too. Really, when 
we're talking about an operational risk scenario, we want to get the other folks around the 
table. Here's some of the folks, depending on the scenario, of course, [who] could be of value. 
Information risk: in our early days of scenarios, our information risk area would go run a 
scenario around a site failure or a cyber breach or something, and then, three months later, 
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operational risk would come along and do the same thing. Of course, the business folks say, 
"What the hell is wrong with you guys? Why can't you coordinate this stuff and do this once 
instead of twice?" Fairly good feedback. So, we're trying to do that now . . . get those groups 
together. So, whether it's information risk . . . and there's market risk implications, credit risk, 
insurance risks. Folks from legal and compliance can add a lot of value to this because they're 
thinking about contract breaches and regulatory fines and other kinds of things that can be the 
result of a scenario gone bad. 

Of course, in the plan, we've got to make sure that we're thinking about the action items 
because, invariably, through the scenario exercise, there's work to do. It almost never goes 
perfectly. Things fall out of that, and so we need that management commitment to make sure 
we can follow through on some of those action plans that we're identifying. In terms of the 
design, it's important not to over-engineer it. You can make a scenario extremely complex. 
Sometimes that's a good thing. Sometimes that's a bad thing. Be conscious of that, to not over-
engineer it. The two, I'd say, fundamental approaches to this, in an operational risk context, 
[are] crisis management simulations. [It] often takes the form of a table top. I don't know if 
you've been in some of these where you sit down, you open up the envelope, and it says, 
whatever, "Earthquake in Vancouver," or, "Terrorist attack somewhere"—like, there's some 
sort of a surprise event and people have to respond. They get the business continuity plans out 
and we actually walk it through in that kind of a format. That's just an example, of course. Then, 
there's the impact assessment piece. I spoke about that earlier, where people are just really 
looking at the numbers. They're trying to quantify this without, maybe, doing that simulation. 
Of course, the hybrid is what I advocate for, which is getting both of those exercises done 
together, to assess both the reaction to the event and the ultimate impact of the event. I'd call 
that the hybrid. 

Sometimes, in terms of the crisis management exercise, there's lots of impacts that you might 
not automatically think of. Some situations, some crises impact your ability to respond. So, are 
your staff impacted? Is your site or infrastructure impacted? That should be taken into account 
in your scenario. So, on a good day, everything works fine, everyone's here, but what if a key 
location is taken offline or a key system is taken offline simultaneously with that disaster? I 
mean, that is a way to get some additional value out of the exercise. So, in terms of selection, 
it's very important to select a scenario that works for your organization. Here's just some 
suggestions, and I might pause and see if the folks in the room . . . I'll give you a chance to think 
about this. You might have something to throw out on the table. I think it's important that it's 
informed by the business, not sort of done in isolation. That helps with the buy-in, also, to get a 
good scenario. Think about the organization's strategy. If an organization's claim to fame is, 
"We'll protect your data 100 percent of the time, all the time," well, data breach is a pretty big 
problem for you. Just an example, but that's where you'd want to spend some energy to make 
sure it lines up with your strategy. 

You might have existing risks. We all know the risks that we've got already today, and we make 
some assumptions around those risks. Think about how those risks could be amplified. Maybe 
they're going to have a much faster onset than you expected or be much more severe than you 
expected, and test your assumptions. Internal events are a good example, as well. I think we've 



JUNE 2017 ANNUAL MEETING – QUÉBEC CITY (SESSION 33)  7 
 

 

 
 

PROCEEDINGS OF THE CANADIAN INSTITUTE OF ACTUARIES  Vol. 48, June 2017 

all had those "holy crap" moments when you just, frankly, got lucky. A control kicked in late, 
you found something out by fluke, and under different circumstances, that could've been a 
really damning situation for your organization. Those are good situations that you might want 
to run a scenario through. Of course, external events—that's lots of fodder there for informing 
your risk scenario selection. Events that might be infrequent but would have a very, very 
significant business impact for you. Those are things to ponder, of course. Evolving—risks 
evolve quicker than ever, it seems, and keeping an eye on those evolving risks but also factoring 
those into your scenario planning and analysis [is necessary]. These things can quickly 
materialize, and it is another way to put a focus on evolving risks, which sometimes we don't 
pay enough attention to. 

When you repeat scenarios over time, it's not redundant, it's not rework, it's actually testing, 
"Has our resiliency changed? Has our ability to respond changed?" Organizations change 
constantly—structure-wise, business line-wise, regulatory-wise—so it's good to rerun those 
scenarios and test some of those changes to see if it's impacting you. There's also industry 
resources out there. Some of you might use Oric or other tools that keep inventories that are 
used. Those are good resources as well. Does anyone else have a scenario example or advice 
that folks should consider when running these things? I know it's early. Yeah, okay. You 
scratched your head there. I almost got you. Well, if you need inspiration for operational risk, 
you just have to read the newspaper. Every day there's some sort of a calamity that 
organizations are getting into trouble for. I think, as risk professionals, we pay special attention 
to those, and it's not always the best way to start your day. [laughs] Reading the news, lots in 
there. You know, you can't model every crisis. You've got to be disciplined about the things you 
look at and the things you don't, but that is information to be considered. 

When you're learning from mistakes, the very best choice and the first choice is to learn from 
somebody else's mistakes. A distant second is learning from your own. If you can learn from 
other organizations that have gone through things and have identified things and dealt with 
them, obviously that's the better way to go. So, I'm going to turn it over to Maxine to talk 
through a specific scenario example and talk about some of the quantification approaches that 
she uses at Aviva. I'll turn it over to you, Maxine. [applause] 

Speaker Maxine Jones: Good morning, everybody. I'm Maxine Jones. Thank you for the 
introduction earlier, Pierre-Paul. I work for Aviva Canada, and I just would like to explain the 
current role that I have, what I do for a day job. Basically, one of the roles I have is to do the 
quantification for Solvency II for Aviva Canada for the operational risk. So, I want to show you a 
practical example, and I just wanted to start by explaining what I do because when I put up this 
slide here, I don't want anybody having a heart attack because this is probably—in what Jeff 
referred to—the most complex methodology you're ever going to see for an operational risk 
quantification. It doesn't have to be this complex. This is what I have to follow on a daily basis 
so that we are within the Solvency II regime. That's the privilege of working for a company with 
European ownership that has to apply to the PRA—the Provincial Regulatory Authority—
Solvency II regulations. 
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However, this methodology has the basics there. It's a ten-step methodology. You start with 
risk identification, as Jeff explained earlier, then we go through assessing—once you've decided 
what scenarios you're going to look at—how . . . you go about quantifying them. So, you start 
off with an expert assessment in a workshop. This is what I would call "the story." We want to 
write the story of what that scenario is. We get the experts in a room and we ask them some 
questions. We'll go through in more detail what sort of questions we want to ask them. Then, 
we go through a structured assessment—that is, converting your story into some sort of 
structure that you can then actually run through a simulator. It can be a tool such as one that I 
could hopefully give you a demo with later, if you've got time—if you're interested, I can show 
you later—or it can be as simple as a spreadsheet. You need to make sure that as you go 
through this methodology, you have documentation, you have governance, you're validating all 
of your assumptions, validating your models, validating that you have the right experts in the 
room—that sort of thing. This particular methodology, we call it an "enhanced methodology." 
The reason it's enhanced is because we use all of these expert judgments to come up with the 
scenarios. We do actually overlay what little loss data we do have in this methodology, as well. 
If you've got the data, use it. 

So, let's talk about scenario identification. From the newspaper on the second of June, I pulled 
out a clipping around a fraud issue that had happened in Edmonton, $400,000. So, just opening 
that up to the room, has anybody else got any stories where they've worked with a colleague 
that's defrauded their company? Anyone got any stories about a rogue claims handler that's 
been sending cheques to their own people? If you'd like to share, please, please. [laughter] 
Please do, because otherwise you're going to be very bored of my voice for the next half an 
hour without any interruption. So, fraud affects everybody. Anybody who's got any money, any 
cheques, any wire transfers going anywhere, there is opportunity for fraud everywhere. So, 
what I'd like to do is bring this to life and actually walk through what a scenario could look like, 
or [one] very similar to one that we actually put through in Aviva Canada, but obviously not 
with all of the detail. So, this is what we're going to go through. We've identified a scenario. 
Let's go to the next part. 

So, what we next need to do is work out what the story is. The best way to do that, I would say, 
is to get some experts into the room and talk about what the storyline is. We need to confirm 
that that high-level storyline is appropriate. We have an internal fraud. We want to drive some 
discussions on what could cause that scenario. So, what controls do we have in place that could 
fail? What factors would increase the likelihood? What factors would reduce the likelihood? 
What are the causes for concern, and what internal control framework do we already have in 
place? How effective are the controls? We need to understand what those causes are. Once 
you understand what the causes are, you then need to look at what the impact of that event is. 
So, what's the nature of their impact? We'll go through a bit of that in a little bit more detail in 
a moment. We want to look at what the expected case is, and we also want to look at an 
adverse case. We want to look at that range that scenario could take in the way of impacts. 

So, how would you make the most of these workshops? What you need to do is make sure you 
have the right people in the room. You need to make sure that they are prepared. They 
understand what it is they're there to do. They understand why they're there, and they also 



JUNE 2017 ANNUAL MEETING – QUÉBEC CITY (SESSION 33)  9 
 

 

 
 

PROCEEDINGS OF THE CANADIAN INSTITUTE OF ACTUARIES  Vol. 48, June 2017 

understand the rules of the workshop that would help us to manage any bias within the 
workshop. So, does this sound like a pretty good story that we could use for our risk 
identification? A staff member carries out an internal fraud. What's the sensitivities here? 
Basically, it's the amount of the fraud transaction and the frequency of the fraud transaction 
before it's detected. That's the premise of this scenario. So, we need to make some 
assumptions, and we need to make sure that those assumptions are in agreement with 
everybody that's involved. So, basically, the reason that we have fraud is because we have staff 
that could be in a position to carry out that fraud. They're doing so in activities. So, we've got 
the claims handler that is dealing with hundreds of cheques per day, or hundreds of small 
payments, versus the executive or the treasury clerk that can put forward [a] $100 million wire 
transfer to their own bank account. This is the range and the types of activities that we're 
talking about. 

We also can see that that [the] $100 million wire transfer that's gone awry is likely to happen 
once or maybe twice before it's discovered, whereas a claims handler could be running away 
with hundreds or thousands of cheques before we actually discover them. So, that's one of the 
other assumptions that we're going to make. So, we've got the story. Now, we're talking about 
the scenario design. So, we do that in the methodology we're talking about with an XOI. 
Basically, we look at the exposure, we look at the occurrence, and we look at the impact. The 
exposure is the resource at risk, the number of staff. The peril—or the operational risk event—
is basically the occurrence. So, basically, how probable is [it that] this risk [is] going to happen? 
We'll talk about how we're going to create the parameters for that in a moment, and then we 
have the impact. So, in our case, we have a number of employees. The probability of the fraud 
is the occurrence, and the impacts . . . [are] the average amount of the fraud by the number of 
times that it will happen before it's detected. Make sense? 

So, we've now got a story. We're going to move that story into a structure that can be assessed. 
So, we need to look at the variables. So, is there any data available? So, I suggest that there's 
probably data available that tells you how many staff you have doing certain activities within 
the company. Identify if there are industry sources of data. So, it may be that you can find a 
paper or some Oric information that gives you the probability of [a] your-sized company having 
. . . fraud—whatever percentage that is. It may be that that is the driver that you're going to use 
to come up with your occurrence, or it could be that that feeds an expert judgment on how 
often it's going to happen. If there is expert judgment needed because there is no data, we 
need to identify who those experts are and what those judgments could be. We need to assess 
any trends and any variables. So, if you have data, is that data just going to get pumped into 
this assessment, or does it need to be adjusted to take into account those adverse events that 
haven't yet hit you but could happen in the future? We also need to see what could change or 
what might change in the near future because you're bringing in new controls, maybe, or new 
management or new systems. 

The impact—Jeff already talked about the impact, but basically, you've got to consider what are 
the legal costs, failure-to-recover cost, damage to physical assets, compensation costs, 
rectification costs, fraud or theft costs, additional staff costs, costs of lost hours, consultant or 
specialist fees. I'm sure you can think of more. So, once you've got your scenario assessment 
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carried out, basically you've got your design. Now, you need to pick your scenario parameters. 
So, for this particular example, we have certain activities that we're going to look at. We've got 
a certain number of treasury clerks and [a] certain number of claims handlers. You've actually 
got the number that you can put into your scenario. The occurrence . . . . Excuse me a minute. I 
didn't bring my water with me. Thank you very much. See, I told you you needed to join in and I 
needed you to join in because you're listening to me talk rather too long. Thank you. Depending 
on those activity types, you've got the size of the fraud, the number of frauds—transactions 
that will happen before it's detected—and then you've got the split between the different 
activities. So, you could see how you could come up with an example for your parameters to 
put into your scenario. 

This, then, gives you the opportunity to run the simulation. So, what I have here is the actual 
outcome of some software that we use to do our Solvency II calibration. Basically, we've put all 
those parameters in, and out comes the 145 million or whatever it may be. You can do this in a 
spreadsheet. It doesn't have to be in a sophisticated model such as this. So, you've got to 
remember that most of the people in your workshops are going to be business people. They're 
not going to understand exactly what a distribution curve is. If you put that in front of them to 
say, "Does that look right," it's likely the head of the general counsel is not going to understand 
exactly what that means. So, you've got to be able to put something in front of them so you can 
explain what they're looking at and explain what their expert judgments are leading to so that 
they can make a decision and make sure that the outcome is appropriate. So, this is one of the 
documents that I put together. I don't need to explain it to this audience, but just to explain 
how I would explain it to them, basically, we look at showing that we put . . . a range of a 
million simulations through a Monte Carlo simulation. We've got one of these outcomes 
coming through the probability gate, which then runs through the impact and gives you the 
picture of how this runs through. 

I'd like to talk about some of the challenges that come around because of the fact that you're 
using workshops and you're using experts to do this. So, what are the sorts of challenges that 
will come up, and how will you manage those? The biggest one is managing bias. So, you need 
to make sure that you have the right people in the room, you have the right expertise, and that 
you have somebody chairing that meeting to make sure that we haven't got one voice that is 
taking over the whole room. You need to make sure that you have the right governance around 
the process. So, again, on the Solvency II, if you want to talk about governance, you would not 
believe the number of hoops we have to run through for governance. We have a check of a 
check of a check at different committees, all the way through, to make sure that everything is 
appropriate, and we get challenges all the way through on each individual expert judgment, up 
until the result and what it looks like when it's all diversified, as well. It takes a lot of effort. If 
you are going to get your top executives in the room to talk at a workshop, they need to be 
committed to make sure that that organized effort that it takes is appropriate and everybody 
understands what they're doing. You can't run workshops when people don't turn up. 

Make sure you've got those right stakeholders. Have you got the right experts that are in the 
room that can tell you exactly where the controls are and what could go wrong and how it 
could go wrong? The biggest thing, from a Solvency II point of view, is basically acting on the 
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finding. So, it's the use case, making sure that the model that you're using for operational risk 
actually gets used within the organization for decisions as you go through. Also very important 
is incorporating into the larger risk management program, making sure that all of the tools are 
all aligned and in a framework that makes you an enterprise risk management program that 
looks at all risk, everywhere in the organization. Jeff, I don't know if you've got any other 
challenges or risks that you'd like to raise—challenges that you've come across that might be of 
help for people to understand? 

Speaker Alcock: Well, I think the biggest challenge is just organizational capacity for this. 
There's value in the big event—the enterprise-wide, even global, exercise—but you use those 
sparingly because they are so effort-intensive. We do promote, I would call, the more localized 
scenarios so that it's done within even a teamwork department or a business unit, which isn't 
quite so daunting but can still yield a lot of value. The capacity in an organization to execute this 
is, I think, one of the biggest challenges. I see some heads nodding, so that sounds like that 
might resonate with a few folks. 

Speaker Jones: So, Jonathan, could you just help me for a moment? What I'd like to do is just 
give you a demonstration on a piece of software, and actually run through this fraud model for 
you. 

Speaker Alcock: While Maxine is setting up, [are] there any comments or questions about what 
you've heard? Have you had any experience you'd like to share with the group that's worked 
really well, or any bold people that would say, "not so well"? 

Unknown: Can you go to the microphone? 

Speaker Alcock: Oh, yeah, it's just behind you, Christine. 

Christine Chui: I actually have two questions. The first question is that— 

Speaker Alcock: Yeah, I think it's on. 

Christine Chui: It's on? Okay, so the first question is that I wanted to know, do you have any 
recommendation of what kind of distribution we can use to do our simulations for operational 
risk? 

Speaker Alcock: Do you want to take that one? 

Speaker Jones: So, while I've got the software open, I'm just going to show you a couple of 
things. We have certain ways that we can do this. We use different copulas. We have different 
ways to do it, and we have to justify, from a Solvency II point of view, which one is the best one 
to use for your particular scenario. So, I can't answer that question. You need to go through and 
justify which one. We actually— 

Moderator Renaud: I've been involved in the construction and the validation of operational risk 
scenarios. So, I mean, you can use whatever distribution you want to use. It's just that if you 
don't have much data, it can be hard to justify. 

Christine Chui: Yeah, that's the thing. We don't usually have too much data, and then we tend 
to end up using normal distribution as an approximation, but then I feel like these are the tail 
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risk events, right? So, normal distribution is not the best model to use. So, that's why I wanted 
to— 

Moderator Renaud: Yes. So, one technique . . . I mean, Maxine has shown a very simple model, 
but you can add additional valuables in model, try to decompose the problem in[to] smaller 
pieces and have—let's say, for the internal fraud scenario, you could add additional drivers of 
the resource. So, it could be the controls working properly or failing. So, in that case, if your 
controls are failing, a distribution would be—the tail would be fatter, but it would become [so] 
through the structure of the scenario rather than the selected distribution up front. You should 
keep it simple, but it's sort of an experience for everybody because it's still emerging. Jumped 
off topic. 

Speaker Jones: I'll show you, in a moment, an example—so, hopefully that will help—that has 
some of these drivers in it. 

Christine Chui: Okay, sure. Another quick question—I hope it's quick—one of the hardest things 
that I've found is to quantify the likelihood of anything that's going to happen because with 
many things—for example, even, really, fraud—we don't expect it to happen so often because 
we have the controls in place, right? So, even asking the experts within a company, they may 
not know the likelihood. Like, how will you come about estimating in that? You mentioned that 
there could be industry data. Do you have some recommendations of where we can get that 
data from? Thanks. 

Speaker Jones: So, Oric has a database. It's the Operational Risk Consortium. In there, it has 
some themes, and it has loss data that's been collected across your . . . . Actually, it's just been 
opened up to North America as well. Basically, there are some large financial companies that 
are sharing their loss data. It won't give you the specifics on there, but it does give you an awful 
lot of data that you can use. Another thing that we will look at is industrial data, reports from 
KPMG or various industry papers, white papers. We will look at finding information. So, we'll 
find, for a certain size of organization, how likely is it that you're going to get a fraud? One 
person in 200 or one person in 2,000 [is] likely to [commit] fraud? You can take that data and 
then take that to the experts to lead that—their expert judgments—because then they can say, 
"Well, we are more complicated than that. We're less complicated than that. We've got more 
controls." So, they can actually make a judgment on that data. So, it's always easier to be able 
to find something you can bring to the meeting, in the way of data, to drive those expert 
judgments. In the end, if you haven't got any data at all, you need to get down to, "Well, okay, 
does it feel like five percent? Why isn't it six percent? Why isn't it 10 percent?" and document 
that sort of thing, and look at the results. That's how I would go about it, anyway. 

Christine Chui: Okay, thank you. Thanks. 

Speaker Jones: Are there any other questions at this point before . . . . Please do. 

Unknown: On the issue of bias and groupthink, have you ever used the Delphi technique? First 
of all, I guess, are you familiar with it? 

Speaker Jones: Familiar with it . . . . 
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Unknown: If you have used it, what impact did it have? 

Speaker Jones: Haven't personally used it. We go with the workshop going through, but I think 
any method . . . . As long as it has got some validation and we're making sure that it works, you 
can use any type of method. It does drive good behaviour, and there may be some behaviour in 
workshops that you need to manage more carefully. So, yeah, we can definitely use that. 

Moderator Renaud: Because Aviva Canada is part of a larger group, we get some feedback, and 
we can benchmark with other parts of our organization. So, essentially, it brings something 
similar to the Delphi technique, but it's done a bit differently. Then, over time, you may get 
anchored in your previous judgments, so you may not move quickly enough when your risk 
environment is changing. So, you have to be careful, too. So, we'll go— 

Speaker Jones: One more question. 

Moderator Renaud: Okay, another question, and then we'll go to the example. 

Joe Chang: Sorry, just one late question. My name is Joe Chang. Although the insurance 
industry probably won't overbook passengers like United Airlines . . . as far as I can see, it's a 
situation where the employees follow the book rigidly but handle the situation rather poorly. 
Can you think of a situation in the insurance industry where the employees acted quite closely 
to the book, however it may affect the reputation of the firm? 

Speaker Alcock: You know, I can actually think of a number of examples with that. This fraud 
example, we deal with, actually, on a fairly regular basis. When you're an organization that 
processes lots of transactions, we've got staff that are rigorously trained to follow the book. 
This is the process when you see the "When the claim says this, enter it in, process it," and 
there's also quotas, some expectations around how many claims to process a day and so on, 
and quality targets and so on. There's pressures on folks to do these things. So, when a claim 
comes in and it looks suspicious or odd or altered, that's one of the situations where, if they 
follow the book, they ignore all that. We actually coach them to look for red flags, for example, 
but as soon as they identify a red flag, it slows them down. So, now they start missing targets 
and so on. We've kind of built it in. So, we train them to not always follow the rules. If you see 
something that doesn't look right, doesn't fit, you've got to kick that out, and then there's some 
support to deal with that so that it doesn't impact them otherwise and motivate them to do 
that. 

I think that's a pretty simple example of asking people to not use discretion, to just follow the 
rules, and more and more, I think organizations are asking people to not just follow the rules 
blindly—like, to really take some accountability and speak up and escalate those kinds of 
things. I know what you're getting at. I'm not sure that it's a perfect example, but it's one that 
comes immediately to mind. 

Moderator Renaud: Okay, thank you, Maxine. 

Speaker Jones: So, one of the scenarios we could look at could be around terms and conditions, 
and a huge challenge . . . terms and conditions. So, the terms and conditions are written out in 
a policy, and maybe our customers don't understand exactly what they mean. So, for instance . 
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. . let me think. So, an earthquake in BC. Does everybody actually understand what their 
deductibles are and what their deductibles cover from an earthquake, rather than from a fire 
following, rather than what is actually in those policies? So, as an insurance company, we care 
about our customers, and it may be that we make the decision, as a company, to cover claims 
that aren't exactly to the letter of what was in the policy. So, I think that's where you could be 
in danger. We would probably still cover those customers, but if you were to follow the rules to 
the letter and follow exactly what it said in that policy, then there could be some reputational 
damage, as we should say, that would come along with that. So, I think there are absolutely 
some operational risks where reputations can be damaged by following exactly . . . . That 
should be around the conduct risk that comes along with insurance that we need to manage. 
Yeah, it's a real thing. 

So, to drive some more questions . . . so, please pipe up as we go through. I just wanted to give 
you a very quick overview of what something could look like that comes into the software. This 
software, just to be open, is written by Elseware in France. This is used across—there we go—
used across all the business units for Aviva, including Canada. So, I actually set up a model here. 
So, we talked about the structured assessment and the design. This is a design of what one 
could look like. So, we have our exposure, which is our number of employees, and we have, 
then, the fraud, which is the occurrence, and here we have the low, medium, and high that 
gives you the range of outcomes that rely on whether or not your controls are at a low, 
medium, or high range, or whether or not your management [is] stretched on a high, medium, 
or a low basis. Then, you have the impact, which looks at the activity. Depending on [the] 
activity, you've got an amount, and then you've got the intensity, which is the frequency of how 
many times the fraud is carried [out] before it's detected, which then gives you a formula down 
here, which is basically a very simple amount times intensity. 

So, once you have got the structure, you then go into the quantification phase. So, in here, you 
would put in your number of employees. As you can see in here, you have the option to put in a 
Boolean, yes/no. You can put in a numeric amount—so, 337—or you can put in an interval to 
give you a wider range. So, you've got your number of employees—in this case, [it] is 
somewhere between 972 and 1,040. This is a standard deviation we've got here, but you can 
put in whatever your probabilities are, or you can just put in a label. So, this is just showing you 
how you can put your parameters into that to model. We have our low, medium, and high 
assumption I'll just show you here. So, this is basically a label of low, medium, and high, and 
you've got your probabilities. You also, then, have your fraud. So, this is basically the 
probability—again, coming from industry standard, Oric, or somewhere—where you're saying, 
in a medium basis, on a normal time, it's a 10 percent chance you're going to get a fraud. If your 
controls are high, it's only five percent, but when your controls are low, it's down to 15 percent. 
You put into [it] what your activities are. 

So, in this one, just to be a little bit more detailed, we have certain activities. So, we've got the 
processing claims where most of the time we think . . . processing claims is going to be the one 
that we're going to get the fraud from, going down to procurement, processing our 
commissions to brokers, large wire transfers, and then automated cheques that got out to our 
customers that could be relayed. So, with that, we've got the amount. I'll just quickly show you. 
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So, between $5,000 for your processing claims to the $10 million for your large transfers, and 
your frequency. So, what I'm going to do is just run a simulation. So, while this is running . . . . 
This is basically running a million simulations, using those parameters, to come up with a 
distribution. Just going to sing a little bit. Here we go. So, this shows you the distribution. The 
result, going through that, is 55.7 million on this particular case. We can show you in a graph. It 
can show you the mean, and it can provide all sorts of other data here on the distribution curve 
to be able to make you look at the skewness and look at the tail on this particular scenario. 
Does that provide some more detail around how you can run this particular scenario? So, do 
you have any more questions that anyone has on operation . . . please do. [laughs] 

Unknown: Using your simulation, what mitigation technique can influence the outcome? 

Speaker Jones: We have very simple data here, so we would put in other nodes to be able to 
put in information around those controls. In this one, we've just got a very simple low, medium, 
or high around whether those controls are working or not, but you could quite easily build into 
that simulation nodes that would restrict the amount, taking into account those controls. This is 
a very simple one where we're just using that low, medium, or high, but any of your mitigation 
controls, you can put in there. Bearing in mind that you're talking about operational risk where 
you are looking at where those controls have broken down that caused this particular 
occurrence to crystalize. 

Speaker Alcock: Do other organizations use tools like this? Is this kind of a familiar approach to 
people, or are we more often using spreadsheets? What's folks' experience? Anyone got 
anything? Anyone doing this? Do you have experience with simulations? Thank you. 

Pierre Dionne: Pierre Dionne. First of all, I raised my hand earlier. I want to say that it's not with 
my current employer. [laughter] 

Speaker Alcock: We never thought it was. 

Speaker Jones: So, can you tell us the story? 

Pierre Dionne: Yes, I can, but it was earlier in my career—so, in 2000. I'm joking. Late 1980s—I 
guess, before operational risk was sexy—I think a claims adjustor got in cahoots with a body 
shop and was padding every single cheque he was sending over there, and getting his cut back. 
I don't know how they caught the guy, but he did manage to walk away with a few million 
dollars over three years before he got caught. These kinds of things are not easy, even with 
checks and balances, to detect. So, that's one scenario you can run. We use ReMetrica, 
ourselves, a product from Aon, the broker. We use it on a worldwide basis to do all our 
simulation, but at this point, we don't do a lot of operational risk simulation. It's mostly claims, 
premium, volume, cat[astrophic] exposure and such. We need to start looking into building an 
operational risk. I mean, we did do a quick assessment of all of our risk and put in likelihood and 
severity, put in controls, and put in likelihood and severity after control and all that stuff, too, 
to try and manage the risk, but we don't do simulation much on the operational risk yet. 

Speaker Alcock: You know, it is fairly new, so many organizations may not be doing this, so no 
one should feel like you're kind of missing the boat. It's fairly new. I mean the OSFI guidance on 
this really is less than a year old. Now, you have to have this by the end of the month, but, 
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anyway, aside from that, it's a fairly new thing. So, I think many folks are in a similar position to 
you, sir. 

Mya Desantis: Hi, Mya Desantis. Quick question: you mentioned Oric and Consortium, and it's 
open to North America. Do you know or do you see insurance companies in Canada actually 
contributing to it and . . . . What's the future? 

Speaker Jones: So, Aviva Canada's data is included. All of Aviva's data goes into that 
consortium. You're not going to see who it's come from, but it is there. It is a huge database. I 
would recommend, actually . . . they have lots of themes and guidance. It is an immense thing, 
not just for data but also for operational risk and managing operational risk. So, it's something 
that we do use, [and] quite often refer to. There is quite a lot of data in there that is of help. 

Moderator Renaud: [??] to provide some structure about the type of operational risk events 
that can give you our ideas [in order to] to be more systematic in your identification of the 
scenarios. That's useful, too. 

Speaker Jones: It's a useful benchmark, as well, to use. 

Frank Reynolds: Frank Reynolds. I'm a little surprised that you've not centred more upon the 
operational risk associated with the agency area. A couple of things that I've seen: one was an 
agent who was selling an awful lot of annual premium annuities. When they came up for 
renewal, 90 percent of them terminated because they were, in fact, single premium annuities 
that had been sold. How do you simulate this? Another situation that I've seen is where the 
agent had the list of policies and knew the dates upon which the bills were being sent out. He'd 
go out and collect the money in cash and then pay it back the day before the premium was due, 
so it wasn't easy to catch until the day came when he didn't make the payments on time. 
Another case that I've seen that's a little difficult, the internal auditor where I was working at 
the time was retiring, and he considered himself a handwriting expert. He went through the 
annuity payments that had been made, I think going back something like ten years—something 
like 100,000 of them. It was quite a number. He discovered that something like 30 percent or 
40 percent—I'm a little off with the number—were people that were . . . for example, one 
woman had cut off her mother's thumb, had put it in a pickling jar, and then was putting it on 
an ink pad and putting it on the back of the cheque. 

Another case, the branch manager came back and said, "What do you mean you're sending 
back these cheques? That woman is the administrator of her mother's estate. Naturally, she 
could stash these cheques to say that her mother's alive." How do you manage to simulate 
these types of situations which are somewhat systematic and combined but yet have huge 
impact? 

Speaker Jones: It sounds as if we're missing an expert when we do our workshops. We need 
you to come in and give some of these examples for us next time. Absolutely. So, the scenario 
we were looking at was just internal fraud, and it's a very simple . . . . Actually, the scenario that 
we use is much more complex than the example I gave you here, but just to give you that idea. 
Fraud is in absolutely any activity, and any activity [in which] you have human behaviour and 
commission and conduct and bribery and corruption, you're going to have these issues. So, you 
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need to make sure that you do run those simulations, that they are part of your simulation. For 
Solvency II, we need to hold capital for those particular types of operational risks. So, 
absolutely, we need to make sure that those are used. The story would be . . . each of the 
stories that we're talking about and how you would do that is part of the process of how you 
would actually go about it. So, I'd just like to point out, though, that sometimes we need to look 
at boundary risk. So, if we have—for underwriting fraud, for instance, that, again, might very 
well be part of the scenario when you're looking at the underwriting premium. There's 
operational risk in absolutely everything that you do . . . the point being you need to make sure 
that you understand exactly where and which scenario and which risk you are calibrating, which 
type of event. So, we would have to be very careful as to which part of those scenarios comes 
under the underwriting premium side and how much would come under the operational risk 
side. 

Moderator Renaud: In other words, some of your operational risk events that you describe may 
be picked up by your insurance risks. So, it could be the claims risk may have some of those 
things because if they're not detected, they'll be in your claims data that will be part of your 
calibration of your claims risk. That's why you need to really define clearly your boundary 
between the different risks in your internal model. Otherwise, you will be doing some double 
counting, and you don't want that, too. 

Speaker Alcock: I was just going to say, in previous roles, I've done a lot of kind of fraud 
prevention, fraud detection, but I've never heard the thumb-in-a-jar, Frank. So, thank you for 
that one. I honestly wasn't on guard for that one. 

Frank Reynolds: I thought you would appreciate it. 

Speaker Alcock: Yes, yes, very interesting. Well, just as you've said, operational risk is probably 
the most prevalent risk in the organizations. It's the thing that can happen every day and does 
happen every day. Sometimes the scale isn't significant enough, and I think that's one of the 
things, in designing your scenarios, is to focus on the things that are catastrophic, really 
significant. At the business unit level, I mean, focusing [on] your claims organization, you need 
to be thinking about exactly the kinds of things that you're raising, Frank. There's so many, it's 
like shooting fish in a barrel, coming up with operational risk scenarios. I mean, there's so many 
options or possibilities. I think distribution is . . . a really good scenario to think about is, you 
know, what would happen if an MGA went rogue on you? How much damage could an 
organization that you count on do in a short period of time if they went rogue? 
Misrepresentation . . . so, you know, something as simple as poor training, and you've got a 
sales force that starts misrepresenting a product, and you could end up with serious class action 
suits or who knows what. There's been allegations of those kinds of things over the years. The 
other one that comes to mind is just simply illustration errors—either errors or illustrations that 
are just a little too optimistic, perhaps. We're all on guard for those things, too. Those are 
operational risks that . . . you know, you illustrate something poorly, train something poorly, 
sell a bunch of it, it can result in a pretty big problem. 

Moderator Renaud: Yeah, another thing to consider, as mentioned indirectly, is that many of 
your operational risk events will amplify an insurance or a credit risk or a market risk event. So, 
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for instance, if you have a problem in your asset liability management, it's most likely going to 
happen when there's a crisis in the market, because if the market is not changing much, usually 
there's nothing happening. I mean, your operational risk failures that you may not be aware of 
will not be triggered. The fact that your operational risk can happen same time as other risk 
creates interesting dependency . . . [it can] affect your dependencies between risks. Now 
something you will need to consider, especially if you want to develop multi-risk scenarios—
like, scenarios that will include your operational and market and credit and insurance risks. 
That's something you want to pick up. Any more questions? Yes? 

France LeBlanc: My name is France LeBlanc. How do you classify insurance fraud? Is it op risk or 
is it insurance risk, and do you simulate or modelize? 

Speaker Jones: So, for underwriting risk, we would include that in the insurance risk. 

Moderator Renaud: And claims risk, too. 

Speaker Jones: Claims, yes—claims, as well. So, yeah, because it's there. It's inherent in those 
things. 

Moderator Renaud: It depends what's meaningful for your organization. So, if there are no 
other questions, we will terminate this session. So, thank you very much, the speakers, Maxine 
and Jeff. [applause] 

[End of recording] 


